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POLICIES 
STANDARDS 

BEST PRACTICES



WHAT SHOULD FOSS
MAINTAINERS TO DO

TO SECURE PROJECTS?



How do you write a 
secure app?

What policies should 
FOSS projects use to 

guide security?

What tools can help 
maintainers with 

security?

Phases
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DEVELOP SECURE SOFTWARE



DEVELOP SECURE SOFTWARE

PSIRT

SDLC

TRAINING PENTESTSSOFTWARE



$$$$$
$$$$$

$$$$$$$$$$
$$$$$

$$$$$

$$$$$ $$$$$

$$$$$



FOSS maintainers have fewer 
resources and less control 
than enterprises
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Software Design: 
Vital to Secure Software 
Hard to Verify



beave.rs/owasp10

Baselines

http://beave.rs/owasp10


https://www.trustypkg.dev/pypi/tensorflow



Static AST

Looks at source code 

Builds a model of the flow 

Looks for known vulnerable 
patterns 

High false positive rate 

GitHub Code Scanning

Dynamic AST

Runs the application and looks for 
vulnerabilities 

Fuzzing, Injection, etc. 

Looks for likely vulnerabilities 

May miss coverage 

GitLab DAST, OWASP ZAP 
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Some of the greatest risks to 
FOSS security are at release



SLSA

slsa.dev



Dependabot



OpenSSF 
Scorecard

https://securityscorecards.dev/viewer/?uri=gitlab.com/fdroid/fdroidclient



Sigstore
Sign Verify Monitor
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Next Steps

How is AI going to help or hurt 
secure development? 

Are there open source alternatives to 
the proprietary software mentioned? 

Is there any way that maintainers 
can help contributors with secure 
design?
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